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and Rule 3.8 of the Illinois Rules of Professional Conduct of 2010 (1ll. R. Prof'l Conduct (2010)
R. 3.8 (effective January 1, 2016)), while also complying with the administrative rules associated
with LEADS.

For the reasons stated below, it is my opinion that, under appropriate
circumstances, a State's Attorney's office is authorized to disclose certain information it has
obtained from LEADS to criminal defense attorneys under Illinois Supreme Court Rule 412 and
the due process requirements set forth in Brady and its progeny.

BACKGROUND
LEADS

LEADS is a "statewide, computerized telecommunications system designed to
provide services, information, and capabilities to the law enforcement and criminal justice
community in the State of [llinois." 20 ILCS 2605/2605-45(1) (West 2023 Supp.). Pursuant to
subsection 2605-45(1) of the Illinois State Police Law (20 ILCS 2605/2605-45(1) (West 2023
Supp.)), the Division of Justice Services within the Illinois State Police is charged with operating
and maintaining LEADS, and the Director of the Illinois State Police is responsible for
establishing policy, procedures, and regulations consistent with State and federal rules, policies,
and law by which LEADS operates.

LEADS provides law enforcement agencies access to an array of databases
maintained by various government agencies in and outside of Illinois. See Illinois State Police,
llinois LEADS Reference Manual, LEADS Regulations & Policies (June 25, 2021) (LEADS

Reference Manual), at 31-33, https://isp.illinois.gov/LawEnforcement/GetFile/f8b433b9-0ae5-
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systems may only be disseminated to state and local criminal justice agencies for criminal justice
purposes. 28 C.F.R. § 20.33(a) (2023), as amended by 89 Fed. Reg. 54346 (July 1, 2024).
Unlike the regulations governing state and local CHRI systems, there is no distinction between
conviction and nonconviction data, and there is no provision pertaining to federal systems that
allows for the dissemination of CHRI pursuant to a state court order or rule. Access to the
national system may be revoked if a law enforcement agency disseminates FBI-maintained
CHRI outside of the authorized recipients specified in section 20.33. 28 C.F.R. § 20.33(b)
(2023), as amended by 89 Fed. Reg. 54346 (July 1, 2024).

LEADS Administrative Rules

The Illinois State Police has adopted administrative rules (the LEADS rules) (20
[lI. Adm. Code Part 1240) to regulate the behavior of law enforcement agencies and related
entities that input, extract, or edit LEADS data through direct terminal access to the LEADS
system. Among other things, the LEADS rules address technology requirements to establish a
communication link, site management and personnel security requirements, the policy review
process, records handling, training requirements, audit procedures, and sanctions for non-
compliance with the rules. The LEADS rules pertain not only to CHRI, but to all data available
through a LEADS computer. See 20 Ill. Adm. Code § 1240.30(b)(3) (2024), added at 23 Ill.
Reg. 7521, effective June 18, 1999.

Organizations with "full access" to LEADS have "direct access to all LEADS data
and services." 20 Ill. Adm. Code § 1240.30(b)(2) (2024), added at 23 Ill. Reg. 7521, effective

June 18, 1999. "Direct access" means "having a terminal device or computer located on the
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agency's premises connected by a data communications link to the LEADS computer." 20 IlL.
Adm. Code § 1240.30(b)(1) (2024), added at 23 I11. Reg. 7521, effective June 18, 1999.
"LEADS data" means "all data available through the LEADS computer[,]" and "LEADS
services" encompass a variety of activities involving direct interaction with LEADS data through
a computer or terminal. 20 IIl. Adm. Code § 1240.30(b)(3), (b)(4) (2024), added at 23 III. Reg.
7521, effective June 18, 1999. Full access to LEADS is limited to criminal justice agencies,
organizations under the control of a criminal justice agency, campus and railroad police
departments, or candidate organizations that are authorized by law to access some or all LEADS
data. 20 Ill. Adm. Code § 1240.30(c)(1) (2024), added at 23 I1l. Reg. 7521, effective June 18,
1999.* Participating organizations must also enter into a LEADS interagency agreement
reflecting rights and duties of the parties. 20 Ill. Adm. Code § 1240.30(c)(2) (2024), added at 23
[ll. Reg. 7521, effective June 18, 1999.

Under both the federal regulations and the LEADS rﬁles, the term "criminal
justice agency" refers to courts and any government agency "that performs the administration of
criminal justice[.]" 28 C.F.R. § 20.3(g)(2) (2023), as amended by 89 Fed. Reg. 54346 (July 1,
2024); 20 I1l. Adm. Code § 1240.30(c)(1)(A) (2024), added at 23 I1l. Reg. 7521, effective June
18, 1999. In turn, "[a]dministration of criminal justice" includes "[d]etection, apprehension,

detention, pretrial release, post-trial release, prosecution, adjudication, correctional supervision,

“The LEADS rules separately define "[1]ess than full access" as "limited access to some LEADS
data and services[,]" but do not include criteria for qualifying for this status. 20 I1l. Adm. Code § 1240.30(b)(5)
(2024), added at 23 11l. Reg. 7521, effective June 18, 1999; see also LEADS Reference Manual, at 11 (defining "less
than full access” to mean "an agency has limited or restricted access which, primarily, allows inquiries and directed
messages but not data entry").
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or rehabilitation of accused persons or criminal offenders." 28 C.F.R. § 20.3(b) (2023), as
amended by 89 Fed. Reg. 54346 (July 1, 2024); 20 I1l. Adm. Code § 1240.30(c)(1)(A) (2024),
added at 23 Ill. Reg. 7521, effective June 18, 1999. Criminal defense attorneys do not administer
criminal justice under these regulations and thus are not eligible to make inquiries into LEADS
or the Interstate Identification Index System. Moreover, the LEADS rules address dissemination
of data obtained through LEADS and provide, in relevant part:
d) LEADS data shall not be disseminated to any individual

or organization that is not legally authorized to have access to the

information. (Emphasis added.) 20 Ill. Adm. Code § 1240.80(d)

(2024), added at 23 111. Reg. 7521, effective June 18, 1999.

According to the information you have provided, the Kane County State's
Attorney's office has been informed that it cannot disseminate LEADS information to a public
defender's office or to a defense attorney representing a defendant in a criminal prosecution
because neither entity is authorized to have access to such information under the LEADS rules.
This appears to be based on a belief that the LEADS rules prohibit the dissemination of LEADS
information in this instance. This results in perceived conflicts between the LEADS rules and
the discovery procedures set out in Supreme Court Rule 412, the due process requirements
announced by Brady, and the Illinois Rules of Professional Conduct of 2010, all of which require

prosecutors to disclose to the defense information that tends to negate the guilt of the accused or

mitigate the offense charged.
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204 111. 2d 585, 603 (2001). Specifically, the Court held, in part, that "the suppression by the
prosecution of evidence favorable to an accused upon request violates due process where the
evidence is material either to guilt or to punishment, irrespective of the good faith or bad faith of
the prosecution." Brady, 373 U.S. at 87. The Brady rule encompasses both exculpatory
evidence and impeachment evidence. United States v. Bagley, 473 U.S. 667, 676 (1985); Giglio
v. United States, 405 U.S. 150, 154 (1972); People v. Coleman, 206 Ill. 2d 261, 285 (2002). A
prosecutor's duty to disclose evidence favorable to a defendant applies regardless of whether
there has been a request for exculpatory or impeachment information. Kyles v. Whitley, 514 U.S.
419, 432-33 (1995); United States v. Agurs, 427 U.S. 97, 107 (1976); Coleman, 206 111. 2d at
285. Brady material includes information affecting the credibility of government witnesses,
"[w]hen the 'reliability of a given witness may well be determinative of guilt or innocence[.]"
Giglio, 405 U.S. at 154, quoting Napue v. lllinois, 360 U.S. 264, 269 (1959).

Supreme Court Rule 412(c) (effective March 1, 2001) codifies the due process
requirements set forth in Brady. People v. Tyler, 2015 IL App (1st) 123470, 9 206; see also I11.
S. Ct. R. 412, Committee Comments (revised March 1, 2001). Rule 412(c) provides:

(c) Except as is otherwise provided in these rules as to

protective orders,!”! the State shall disclose to defense counsel any
material or information® within its possession or control which

’Supreme Court Rule 415(d) (effective October 23, 2020) addresses protective orders in felony
criminal cases and "permits application by the party concerned to the court for a protective order adjusting the time,
place, recipient, or use of the disclosures as are necessary in a particular case." 11l. S. Ct. R. 415, Committee
Comments (revised October 23, 2020). The rule was written with the expectation that "it will ordinarily be needed
with respect to those matters for which discovery is mandatory[.]" 1ll. S. Ct. R. 415, Committee Comments (revised
October 23, 2020). The rule concerning protective orders "is not intended to permit denial of disclosure, although it
may result in deferral until a later time." 111. S. Ct. R. 415, Committee Comments (revised October 23, 2020).

8The phrase "material or information" will hereinafter be referred to as "information."
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subject to Brady's constitutional mandate regardless of its origin.!? Given the sensitive
information that is contained in LEADS, coupled with the general prohibition against the
dissemination of LEADS data, the information obtained from LEADS and disclosed to the
defense must necessarily be limited in scope to information that tends to negate the guilt of the
accused or reduce his or her punishment.

The primary responsibility to disclose Brady material falls on the prosecutor. In
those instances where a prosecutor has made a good faith effort to specifically identify and
extract Brady material obtained from LEADS, but questions remain concerning the disclosure of
certain other information available in a LEADS report, a criminal defendant's constitutional due

process right is fully protected if the trial court reviews privileged records in camera and, at its

12t is less clear whether Brady imposes a duty on State's Attorneys to search for exculpatory
information in out-of-state records that are accessible through LEADS. Compare Crivens v. Roth, 172 F.3d 991,
996-98 (7th Cir. 1999) (the State was obligated under Brady to provide accurate arrest and conviction information
about a State witness where the witness had provided Chicago police several aliases in the course of other arrests,
and the State incorrectly represented that it had no information about the criminal records of any of its witnesses,
holding "the availability of information is not measured in terms of whether the information is easy or difficult to
obtain but by whether the information is in the possession of some arm of the state"), with United States v. Young,
20 F.3d 758, 764-65 (7th Cir. 1994) (an Illinois-based prosecutor who failed to procure a witness's Mississippi
criminal record did not commit a Brady violation where the prosecutor diligently searched FBI and Illinois
databases for the witness's criminal history).
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CONCLUSION

For the reasons stated above, it is my opinion that Illinois Supreme Court Rule
412 and the requirements set forth in Brady v. Maryland, 373 U.S. 83 (1963), and its progeny,
provide legal authorization for a State's Attorney's office to disclose, under appropriate
circumstances, relevant discoverable information obtained from LEADS to an attorney who is
representing a defendant who is a party to a criminal prosecution. The information obtained
from LEADS and disclosed to the defense must be limited in scope to information that tends to
negate the guilt of the accused or reduce his or her punishment. The State's Attorney's office
may fulfill this discovery obligation by obtaining any discoverable LEADS information,
reducing that information to writing, and then tendering that information to the defense without

tendering the LEADS printout wholesale.
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